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Rhysida Ransomware Group
A sophisticated threat actor group known for 

targeting critical infrastructure and government 

organizations. Named after a genus of centipede. 

To gain unauthorized access to sensitive systems, 

they employ advanced techniques, including:

• Phishing

• Malware

• Exploit kits 

• Recon



What Was Impacted
Unavailable Services at SEA & Maritime Facilities

Traveler-facing systems:

• Wi-Fi

• Phones (non-cell)

• FIDS and BIDS

• Website and mobile app

• Ground transportation systems

• Checkpoint wait times

• Common-use ticket counters

• ...and more

Life Safety & Security

• Alarms 

• Fire watch 

• Some camera systems

• Door Fobs



What Was Impacted
Unavailable Internal Services

• Email

• Teams and One Drive

• Contracts database

• GIS and mapping software

• Printing

• Badging (new and renewing)

• Payroll applications

• Accounting 

applications (invoicing and 

payments)

• Unavailable services during outage:



Detection, 
Investigation and 
Recovery
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Collaborative and Cross Department Response

Continuity of 
Operations

Enterprise

Mitigation

Policy 
Decisions



After Action

• Operational Analysis - 

What Worked / What Didn’t 

• Solidify Technical Analysis

• Identify Ways to Improve

• Implement

• Share Results
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WHAT HAVE WE
LEARNED?



Threat Actors (TAs) are Well-Organized 

and Well-Funded

• Run as a business

• Deploy multiple 

functional teams

• Organized by 

specialty

• Will flex teams 

based on situation



Tactics Evolve Quickly

• TAs understand business

• TAs build roadmap of systems 

and architecture

• TAs adapt as more information is 

acquired

• Execution is automated and rapid

• Clean up is automated and thorough

• Guidance from “experts” may be dated

• Unavailable services during outage:

TA = Threat Actor



Recovery Prioritization

• Communication is key – one source- 

multiple views

• Defined system prioritizations need to 

be aligned with current organizational 

priorities

• Know your key vendors and leverage 

those relationships

• Leverage your existing staff

• Unavailable services during outage:



11

DO NOT WASTE A GOOD 
CYBERATTACK



Projects Accelerated

• Windows Modernization (Servers 

and Workstations) – Accelerated

• Network Refresh

• Server Refresh

• Firewalls

• Endpoint Protection

• Various application upgrades and 

retirements

• Unavailable services during outage:



• Aggressive Tiering

• Better Endpoint Security

• Better Endpoint Management

• 24x7 Security Operations 

Center / Managed 

Detection and Response 

(MDR)

• Enhanced perimeter security
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Updated Security Posture
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