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Port of Seattle / Seattle-Tacoma International
Airport (SEA) Cyber Attack -

Matt Breed, Chief Information Officer of Seattle:
September 24, 2025



RhYSIda Ransomware Group To gain unauthorized access to sensitive systems,

A sophisticated threat actor group known for they employ advanced techniques, including:

targeting critical infrastructure and government * Phishing

organizations. Named after a genus of centipede. i Malwgre_
« Exploit kits

« Recon
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What Was Impacted

Unavailable Services at SEA & Maritime Facilities

: “—“‘L ol © Traveler-facing systems:

Our Apologies 1 * Wi-Fi
% * Phones (non-cell)
 FIDS and BIDS
* Website and mobile app
* Ground transportation systems
* Checkpoint wait times
c\), « Common-use ticket counters
...and more
Life Safety & Security
 Alarms
Fire watch

THIS KIOSK IS
TEMPORARILY UNAVD
Please see your airine’s ticket
‘counter for further assistance. (

GUEST MOORAGE RATE
2024

OFFICE HOURS _ Port ===
MONDAY thru FRIDA? ;:x\ ‘;;gm of Seattle:

SATURDAY
:CLDAV CLOSED

SRRLE 1 |

ON GOING COMPUTER OUTAGE

Minimal office services available. Office phones

TT !}SFS]:[I)EESTHE MNN ::AITVEA;LSA:;:;::;I":;? phone available for
J : 9294 or by radi : :601'4039 1206-257-
VHF CHA MN 1294 or by radio on VHF-17, L Some Camera SyStemS

ce: 206 JN (2%
EMERGENCY: )6|7 1313

Port o”Seattle Police Non-Emergency phone
number UNAVAILABLE. Call 911 and ask 7r Port
OfSeattle Police Department,

Door Fobs




What Was Impacted

Unavailable Internal Services
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* Email

 Teams and One Drive

« Contracts database

« GIS and mapping software

* Printing

« Badging (new and renewing)
» Payroll applications

* Accounting
applications (invoicing and
payments)
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Collaborative and Cross Department Response
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etection, Continuity of  Enterprise Policy

Investigation and .
Recovery Operations Mitigation Decisions




After Action

» Operational Analysis - O ine.
. y Goals
What Worked / What Didn't
Measure &

» Solidify Technical Analysis B Continuous \on i

. I f:::&'F.ESlr
» |dentify Ways to Improve - -
* Implement e

Develop
Action Plan

« Share Results
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WHAT HAVE WE
LEARNED?

/ !




Threat Actors (TAs) are Well-Organized
and Well-Funded

US Cybercrime Profits vs. Cybersecurity Spending (Normalized to Trillions, 2010-2030)

* Run as a business

* Deploy multiple
functional teams

* Organized by
specialty

« Will flex teams
based on situation




Tactics Evolve Quickly

 TAs understand business

* TAs build roadmap of systems
and architecture

* TAs adapt as more information is
acquired

* Execution is automated and rapid
» Clean up is automated and thorough
» Guidance from “experts” may be dated

TA = Threat Actor




Recovery Prioritization

« Communication is key — one source-
multiple views

» Defined system prioritizations need to \,
be aligned with current organizational |
priorities

* Know your key vendors and leverage
those relationships

» Leverage your existing staff
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WASTE A GOOD
CYBERATTACK




Projects Accelerated

» Windows Modernization (Servers
and Workstations) — Accelerated

* Network Refresh

» Server Refresh

* Firewalls

* Endpoint Protection

 Various application upgrades and l, |
retirements '
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Updated Security Posture

Aggressive Tiering
Better Endpoint Security
Better Endpoint Management

24x7 Security Operations
Center / Managed
Detection and Response
(MDR)

Enhanced perimeter security

Privileged Access ——

IT Admins and High Impact Roles

AdmlnR emote Acc

P 2
n Managemen LP etc.

0

Privileged Accounts Privileged Devices
(and PIM/PAM Systems) & Workstations

Access Control for Assets
(zero trust policy enforcement) see

(because of rich context into access requests). !
+ Distributed Enforcement via identity, network, apps, data, and other 1
controls provide critical policy enforcement / granularity. !

1
+ Unified Strategy and Policy - Centralize and align access control policy |
e-’ CO ntro I P I ane > @ + Identity is primary control - Prefer identity controls when available i E

Intermediary(ies)

Management Plane I A aws
Asset Management, monitoring and Security EH

Data/Workload Plane

v

Appllcatlons
& Websites

000 Machine Learning | «
(ML)
| [ 5 Data s

App Access (Internal)

e

Remote Access, Proxies,
Virtual Desktop, etc.

User Access = m

Employee and Partner/Outsourcer .
User Accounts User Devices

Public Access (unauthenticated) & Workstations

E

Intermediary(ies)

App Access (External)

Customer and Partner

|
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mailto:breed.m@portseattle.org
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